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MIFARE 2GO is a

into a new era, enhancing passenger experiences while making

more cliicient.

KEY BENEFITS FOR SERVICE PROVIDERS

Convenience

Less queuing at ticket machines and entry points leads

to higher customer satisfaction, and easy access to real-time
information makes it easier to plan trips, update friends,
and avoid delays.

 iciency

Crowds move faster because ticket validation is quick
and easy, and passengers resolve issues in less time with
app-driven services like personal assistance and easier
refunds.

Savings

Reduced cash handling means fewer ticket windows to staff
and fewer ticketing machines to maintain. Error reports

and over-the-air updates make the system easier to debug
and maintain, and the significant reduction in fraud,

with easy detection of fake tickets, lowers costs, too.

Mobility

MIFARE 2GO supports new business models, so transit
agencies stay competitive, and provides additional sales
channels with the potential for increased revenue

and interactive cantent. Easy expansion lets transit agencies
extend their services quickly.

NXP®
MIFARE 2GO

complete end-to-end cleud solution that manages digitized MIFARE
product-based credentials onto mobile and wearable devices. it brings public transport

transit operations

Availability

MIFARE products offer widest customer reach, so they
can be used by everyone, including the unbanked.

By leveraging the extensive infrastructure that already
operates with MIFARE products, MIFARE 2GO will expand
rapidly on a global scale.

Flexibility

Public transport operators retain full system end-to-end
ownership, allowing them to stay in control of their needs
when it comes to updating fare structures or policies.

In addition, MIFARE 2GO makes integration of third party
services easy and straightforward.

Scalability

Optimized for working with existing infrastructures,

and designed to support all mobile and wearable
platforms globally, MIFARE 2GO is an extension of NXP’s
latest MIFARE product portfolio, which offers a unique
combination of security and scalability.




LEY FEATURES o e
P Complete end-to-end cloud solution

» Secure platform for digital credential issuance
and risk management

P Supports NXP's MIFARE® DESFire® and MIFARE Plus®
in security layer 3

» Designed to work with existing infrastructures

P Supporting all NFC-enabled devices

P Helping operators to execute
on their "Bring Your Own Device" strategy

MQORE CONNECTED. MORE INTUITIVE.
By offering leading technology, deep expertise,
~d a comprehensive ecosystem for mobile transactions,
“«~XP’s mobile solutions offer everything needed to make
the user experience more convenient and more connected.
And that, in turn, will help rapidly expanding cities be more
livable and more sustainable.

Mobile transactions based on NFC-enabled devices make
public transport more atiractive to consumers, increases
engagement for those who value their mobile lifestyles,
and demonstrates support for environmentally-friendly
Smart City concepts.

As a key player in the global transit ecosystem,

NXP identified the need for a scalable platform that can
provision and manage MIFARE product-based credentials
on all NFC-enabled devices.

By leveraging the widespread use of MIFARE contactless ICs,

tomorrow’s travel experience will be managed on mobile

phones that serve as navigators for a rich set of Smart City
"vices.

MOBILITY AS A STARTING POINT

¢ MIFARE 2GO is a back-end solution offering
a digitized MIFARE product-based credential issuance
and risk management platform to transit agencies
across the globe.

* NXP is leveraging its expertise and relationships
with transit agencies and system integrators to integrate
MIFARE 2GO into OEM wallets.

TARGET APPLICATIONS
» Automated Fare Collection
b Access Management

» Micropayments & Loyalty

i

*  MIFARE 2GO benefits transit agencies by significantly
reducing cash handling, decreasing card lifecycle
management and infrastructure costs, and offering
time savings for passengers.

e MIFARE 2GO places public transit on a par with
alternative, increasingly popular travel options, like ride
sharing, which are already managed on mobile devices.

MHFARE IS #1 IN TRANSPORTATION

NXP’s MIFARE products have been improving the way how
people access city services since 1994. Now that MIFARE
products can be a digital credential, too, people can enjoy
more convenient, more connected lifestyles, independent
of location and time, by using their mobile phones

or wearables to interact with city services.

NXP is #1 in transport ticketing globally, in large part
because MIFARE product-based solutions help city agencies
develop efficient transportation systems that are more
integrated, simpler to maintain, and easier to use. With more
than 77% market share and an established infrastructure

in 750+ cities worldwide, MIFARE serves 1.2 billion people
daily, and continues to grow.

* Want to know more about MIFARE 2GO?
Contact your local sales representative.

‘or email us at mifare@nxp.com.

5%
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2 introductign

2.1 NXP AppXplorer

The NXP AppXplorer is a common platform for card issuers also called device issuers
and service providers to publish their cards and applications to collaborate and offer the
end customer the possibility to install multiple applications on one smart device. This
web-based application is interacting with a MIFARE DESFire EV2 IC by using the so-
called Mismart App feature of the card or also called Delegated Application Management
(DAM) in technical terms. This feature facilitates a post-issuance installation of
applications on AppXplorer enabled MIFARE DESFire EV2 cards, please see [6].

For the end customer, AppXplorer is a big applications store of available MIFARE
DESFire applications, that he can browse and then easily download onto his MIFARE
DESFire EV2 card, which fit his needs. This way, the end customer gets the opportunity
to experience several applications by using one smart device and installing and changing
them can be done securely over the air with an Android NFC smart phone connected to
the AppXplorer backend. The secure channel gets established by the NXP AppXplorer
Android Application and thus enables a secure connection between the MIFARE
DESFire EV2 IC and the AppXplorer backend.

Open Network for issuersand -

Service Providers
= Many-to-Many refationship on
regional and globat scale

*Memory/card layout design

parties by providing generic GVC* for faster
time-to-market
«Control content avaiiable for end users, virtual

: = handshake between issuers & service 2
2 providers a
7 ©
= Personalization =2
'9 AppXplarer ta be used as secure channel for g
3 personalization of applications on smart :'”" a
& mediums {OTA personalization process) {3
&
Marketing platform for
m fssuers and Service Providers
eWould be able to push marketing content
toend {eg offers & i it
Channelize end customer reach
sCommon channel to reach global L P
customers ,:}/
= APIs available for integration with
partner mobile application
= General Teemm and Copditions
| = -
Figure 1. AppXplorer Coliaboration Piatform
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2.2 Document Purpose

This document introduces the AppXplorer and focuses on the usage by the card issuer.
AppXplorer offers card issuers the possibility to partition the memory by creating memory
slots within the unused card user memory in order to onboard multiple MIFARE DESFire
applications on their MIFARE DESFire EV2 cards.

In this document all the information that is needed by the card issuer to work with the
NXP AppXplorer is provided. This bundle of information and support material which is
provided to the card issuer is called "Product Support Package".

The Product Support Package is a full set of documentation and software deliverables,
enabling card issuers to define cards within the AppXplorer web platform, pre-personalize
cards for the usage with AppXplorer and use our Android Application or Software
Development Kit (SDK) for installing applications on a MIFARE DESFire EV2 device.

2.3 Document Audience

This document is dedicated to card issuers who want to collaborate with different service
providers and offer a card which can be equipped with applications based on the needs
of the end customer.

It addresses developers and project leaders who want to make use of the NXP
AppXplorer service. The document gives a first summary of the solution but more in-
depth details can be found in the complimentary application notes which are mentioned
within this introductory document.

2.4 Structure of this Document

Chapter 3.1 of this document explains the NXP AppXplorer platform in general and
explains the main components as well as the main players of the AppXplorer ecosystem.
Further also the advantages for the different involved players are listed.

The next chapter 3.2 highlights the advantages and special features of AppXplorer.

In the following, chapter 3.3 describes in detail how the AppXplorer works including the
information exchange between the different components.

Afterwards, chapter 3.4 gives a brief summary of all the steps which are required for a
card issuer to onboard on the AppXplorer platform, negotiate with the service provider
and get his cards ready for the usage with AppXplorer.

Last but not least, chapter 3.5 provides the content of the PSP and lists all relevant
documentation.

AN4973 — Al g Aded in this is subject to legal disclail ) © NXP B.V. 2019. All rights reserved.
Preliminary application note Rev. 1.0 — 16 January 2019
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3 AppXplorer Platform

3.1 AppXplorer Platform Introduction

At the moment, end customers have a lot of cards in their wallet because one card
contains only one application. Card issuer and service providers have been limited to one
card until now because they don't know all the other card issuers and service providers
which would complement their own applications. Therefore, most of the cards contain
only one application up to now which results in cards with a lot of unused memory.

The AppXplorer platform provides the card issuer and service provider a platform to
publish their cards and applications to collaborate with each other. The end customer
can use the AppXplorer mobile application via his smart phone and install a number of
applications, he is interested in. This is possible because of the Delegated Application
Management and enables the card issuer to sell or rent the unused space of his card
to other service providers and earn additional money. Further his cards become more
popuiar as they host more applications and therefore become more attractive for end
costumers. The advantage for the service provider is, that he does not need to care
about an own card. Additionally, he can reach a broader audience as his applications
will be installed on many different cards around the world. The end customer benefits
because he can configure his card in a way that his most relevant applications are
available and he can use the same card at multiple locations and for multiple services.

Aostioaliom whih

Ty ded an

Figure 2. AppXplorer Ecosysiem

Figure 2 shows the main components and players:

» Card Issuer: The card issuer has the possibility to enter all the details of existing or new
cards within the AppXplorer web application and sell unused space to different service
providers. This enables the card issuer to provide his customers more applications on
one card. More applications on one card means more potential customers and so the
card issuer can extend the market reach. For a detailed description of registering at
AppXplorer and creating cards and requests on AppXplorer, please see Ref. [1].

* Service Provider: The service provider has the possibility to digitize existing or new
applications and populate his applications on different cards around the world. This
enables the service provider to offer his applications to much more end customers and

AN49ST3 Al i ion provided in this is subject to legal disclai © NXP B.V. 2019. All rights reserved.
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therefore he can extend the market reach. For a detailed description of registering at
AppXplorer and creating applications and requests on AppXplorer, please see Ref. [2].

» End Customer: The big advantage for the customer is that he only needs one card
and gets access to many different applications and services. Further he can easily
customize this card with his NFC capable mobile phone using the AppXplorer mobile
application.

= Smartcard: The supported smartcard type is the MIFARE DESFire EV2. The smartcard
has to be pre-personalized with the AppXplorer Identifier (also called AX Identifier)
and the three Delegated Application Management keys by the card issuer. For further
details please see Ref. [4]

« AppXplorer Backend: The AppXplorer backend can be accessed via the AppXplorer
web application, Ref. [3] . Within this web application card issuers and service
providers can register, upload their card and application details and negotiate the terms
of a specific memory slot on a card.

The AppXplorer is not only a collaboration platform, it also guides service providers

and card issuers through the process of creating a card or application and takes over
the key management for these cards and applications. Further the AppXplorer mobile
application provides the end user the possibility to install applications on a card as you
can see in Figure Figure 2. The mobile application communicates with the card via NFC
and is connected to the AppXplorer backend where card issuers and service providers
published their cards and applications. If the card issuer has already such a mobile
application or if he wants to implement one, this mobile application can also be used for
installing and uninstalling applications by calling the relevant APls from NXP.

3.2 Advantages and Extended Features

With the AppXplorer cloud platform card issuers and service providers can manage their
MIFARE DESFire EV2 cards and applications online. These cards can be configured
individually on the AppXplorer platform in a way that they perfectly suit specific regions
or industries which does not mean that transnation or cross-industry cards are not
possible. The applications can also be configured individually on the AppXplorer in order
to perfectly suit specific business units which can be spread all over the world. The
online management of the card memory enables card issuers to sell slots to different
service providers. This way the AppXplorer provides card issuers and service providers a
possibility to get in contact with complementary partners and therefore reach much more
customers. Different card memory slot types and sizes as well as different pricing tiers for
renting / selling card memory space, allow card issuers and service providers to develop
very individual arrangements between each other.

Some technical features of the MIFARE DESFire EV2 enables this whole concept of
having many different applications on one card. The Delegated Application Management
allows to install and uninstall applications from different service providers on a card
without giving away the PICC Master Key. The card issuer only needs to write three keys
which are related to the Delegated Application Management onto the DESFire EV2 IC

in order to enable Delegated Application Management. This feature automatically allows
over-the-air installation and deletion of applications via the AppXplorer. Additionally,
AppXplorer supports you with the key diversification which adds additional security as the
DAM keys will differ from card to card with this feature.

The increased usage and a more diverse customer base will give card issuers and
service providers more customer insights and details about the customer daily journey.

ANa9T3 AR ion provided in this is subject to legal disclai © NXP B.V. 2018. All rights
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The AppXplorer provides an "Analytics" section which gives card issuers a detailed
overview about their cards and which applications are the most popular ones on them.
Service providers can analyse the popularity of their applications and on which cards
they are best placed. With this information you gain deeper insights in your customers
journey and can easily replace applications and cards or add other applications
respectively move to other cards which would complement your existing portfolio.

How it works

The whole procedure from preparing the card until installing the first application is
illustrated in Figure 3 and will be described in the seven following steps:

The creation of the card and the application within the AppXplorer web application
including the negotiation process needs to be done before.

1. Within the first step the card issuer needs to pre-personalize every IC by enabling and
writing the DAM keys as well as the AppXplorer Identifier on the card. This is done
in the card pre-personalization, before handing the cards out to the end customer. A
detailed explanation about this step can be found in Ref. [4] .

2. After the end customer received his card, he can now tap the card to his NFC
capable mobile phone using the AppXplorer mobile application. A secure channel
via NFC gets established to exchange information between the card and the mobile
application, such as the AppXplorer Identifier (AX Identifier).

3. The AX Identifier and the UID of the MIFARE DESFire EV2 card are then send to the
AppXplorer backend and used to retrieve card related information, like the card issuer,
already installed applications and available applications which could be installed on
the card.

4. The backend knows now all the details of the tapped card and sends all the
information, like the available applications back to the phone.

5. In step five, depending on the chosen action the name of the card and card issuer as
well as the available and installed applications or the details to install or remove an
application from the card are send back to the phone.

6. The end customer can now choose to browse through the applications or install or
delete an application on the card. If he chooses to install or delete an application the
Android Application sends again a request to the backend to retrieve the commands
for performing the chosen action of the end customer.

7. As a last step the mobile application sends the commands to install or delete an
application to the card. Now the newly added application is sitting directly on the
smartcard and the end customer can use his card in the infrastructure of the service
provider who is offering the application or the application gets directly removed from
the card and the end customer can not use his card in the infrastructure of the service
provider who was offering the application.

LLL ion provided in this is subject to legal discla © NXP B.V. 2019. All sights
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Step 3:
“The mobila application reads the AX
Identifier, UID and sends it to the AX
backand

AppXplorer WEB ST

‘ E2E secure channel
6 S i oy =~
Step 4:

Step 5

thy action of the and customer

The Ap the
based on the AppXpiorer identifier and UID

Figure 3. AppXplorer Platform - How it works

dispiays afl the cand detads or
forwards the mstall or delete
command

3.4 Steps to take

As a card issuer you need to run through the following steps to hand out AppXplorer
enabled cards with different applications to the customer:

1.

AN4973

In step one you need to register at the AppXplorer web application, Ref. [5]. After

the registration you can start adding your cards and create requests for applications,
which you would like to host on your card. In order to come to a final agreement, a few
details need to be discussed with the service provider. All the steps that need to be
taken within this platform are explained in Ref. [1].

After adding your card to the AppXplorer platform, you need to pre-personalize
your cards. To guarantee that the MIFARE DESFire EV2 IC can be used with
AppXplorer which implies allowing easy and secure installation of applications from
multiple service providers after the cards have been issued, two mandatory pre-
personalization steps need to be taken for each individual IC:

a. Enabling and writing of the DAM Keys

b. Writing of the AppXplorer Identifier

A detailed expianation about these two steps can be found in Ref. [4].

As a third step you need to decide, how your end customers should download
MIFARE DESFire applications to your card. Either you can choose to provide the NXP
AppXplorer Android application or you develop your own Android application. If you
use the NXP AppXplorer Android application, this means that the Android application
including the full functionality is provided by NXP. If you decide to implement your own
Android application, NXP offers an SDK , which eases the development of NFC based
mobile applications for Android. With this SDK, developers can access all hardware
features of MIFARE by using simple JAVA based commands.

In case the end customer does not posses an Android smart phone or does not want
to use an Android application for interacting with his smart devices, you and the
service providers need to decide, who is going to provide kiosk or encoding readers.

AR
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You could place those readers at central points such as service centers or card selling
points, where all the available applications can be loaded or provide self-serving

kiosk machines at many different places. The advantages would be that the end
customer can load all delegated applications at one point and the service provider
does not need to care about delegated application creation. The disadvantage is

that the end customer always needs to go back to you for installing applications. If

the service provider takes over the pre-personalization and personalization of the
delegated application, it would mean additional work for him but the end customer has
the advantage that he can load the application directly at the service provider's facility.

M@ ion provided in this is subject to legal disclail © NXP B.V. 2019. All sights reserved.
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AppXplorer for Card Issuers - Product Support Package

The Product Support Package (PSP) for card issuers using the AppXplorer is composed
of the following deliverables:

Application Note - Onboarding Guide for Card Issuer, document number 4972xx,
available in NXP Docstore

Application Note - Enabling the usage of MIFARE DESFire EV2 ICs within the
AppXplorer Platform, document number 4240xx, available in NXP Docstore

Al ion provided in this is subject to legal
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4 References

[1 Application Note - Onboarding Guide for Card Issuer, document number 4972xx,
available in NXP Docstore

[21 Application Note - Onboarding Guide for Service Provider, document number 4971xx,
available in NXP Docstore

[3] Weblink - NXP AppXplorer Marketing Website
hitps://appxplorer.nxp.com/

4] Application Note - Enabling the usage of MIFARE DESFire EV2 ICs within the
AppXplorer Platform, document number 4240xx, available in NXP Docstore

5] Weblink - NXP AppXplorer web application
https://appxplorer.nxp.com/

[6] Product Data Sheet - MIFARE DESFire EV2 Contactless Multi-Application IC, document
number 2260xx, available in NXP Docstore
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