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Objective of this document

This document on a high level describes the digital solutions to manage MIFARE Products.
In this document we will mainly focus on how 2 products i.e. AppXplorer and MIFARE 2GO,
are related to each other and serves the customer in tandem.

Digital Products

AppXplorer

It is an intuitive self on-boarding post-issuance platform for MIFARE DESFire EV2 issuers
and Service Providers:

- to grow and develop their own scheme,

- acquire more end-customers, and/or

- to actas aggregators for Smart City like schemes

by offering multi-application environment with new additional services to their end-
customers/users via any type of Android NFC device or customer facing terminal.

Key targeted markets for AppXplorer are

= Transport for Maa$ (integrate other transport schemes) and/or city tourist
services/L&E and hospitality

= Corporate/University access with transport and other city schemes,
bike /loyalty /micro-payment

= Loyalty with hospitality, L&E and transport (growth market, limited MIFARE
exposure with high TAM)

MIFARE 2GO

MIFARE 2GO is the Hub or the TSM to bridge the gap between OEMs & Service Providers. It
is focused on digitization and management of virtual and/or physical MIFARE cards on
various form factors like Mobile, Wearable or Cards.

Key targeted markets for MIFARE 2GO is:

Transit

Access (Corporate, University, Hospitality, etc)
Micropayment

Loyalty

and many more
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MIFARE 2GO & AppXplorer combined product

High level diagram

All Green boxes are NXP deliverables

Description

AppXplorer and MIFARE 2GO is closely bonded together to enable Service Providers on
MIFARE Digital Services.

Item

Description

1

“Card Issuers or OEMs” & Application Providers will be onboarded on AppXplorer
AppXplorer will serve as marketing and collaboration platform for both the entities

AppXplorer will also have a mobile application to manage multiple DESFire
application on MIFARE DESFire EV2

AX Mobile application will also manage the content of the physical DESFire EV2 i.e.
over the air top-up or card updates

AppXplorer and MIFARE 2GO will be closely tied

Every OEM & Service Provider onboarded on AppXplorer will automatically be
enabled on MIFARE 2GO

AppXplorer will be the marketing platform for Service Providers

MIFARe 2GO will be the technical platform for Service Providers to digitize,
personalize and manage the content of physical card and virtual card

MIFARE 2GO will connect to OEM wallet to manage multiple applications from
several Service Provider in form of virtual MIFARE Card on SE(wearable / mobile) or
HCE(mobile)

MIFARE 2GO will manage the life cycle of those virtual card
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Abstract This document summarizes on a very high-level all the first information
required by a service provider who wants to get to know MIFARE 2GO,
one secure cloud service offered from NXP. The content is intended to
give a quick overview of what can be achieved with the MIFARE 2GO
secure cloud service, what can be offered with MIFARE 2GO, and which
use cases can be realised. Furthermore, additionally available MIFARE
2GO documentation and material is listed in this document, which can be
requested subsequentially.
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jl Introduction

1.1 NXP Secure Services 2G0O

The NXP Secure Services 2GO Platform is a full platform for end-to-end delivery of
consumer services of many different areas. The end user is provided with direct access
to digitization services from service providers (SPs such as access providers, loyalty
providers, ...), public transport operators (PTOs), payment network operators (PNOs
such as Visa, Mastercard, American Express), and many more..

Thanks to NXP Secure Services 2GO, NFC equipped devices can use the platform for
digitizing payment (e.g. credit cards) and MIFARE product-based cards (e.g. transit
cards).

Devices which can be linked to the Secure Services 2GO platform, and can make use of
MIFARE 2GO, include NFC enabled mobile phones and NFC enabled wearable devices
(like smart watches). Mobile phones can utilize the MIFARE 2GO solution based on the
phone’s embedded secure element or based on the secure software implementation
based on HCE. Wearable devices will make use of the secure element solution only.

1.2 Document purpose — Service Provider Integration Quick Start Guide

This document introduces and focuses especially on the MIFARE 2GO solution, which is
one part of the NXP Secure Services 2GO Platform and explains, how it can be used by
a service provider who wants to connect to the MIFARE 2GO cloud service.

In this document all the information that is necessary for an SP to get access to MIFARE
2GO is gathered. This bundle of information and support material which is provided to the
SP is called “Product Support Package” for the MIFARE 2GO integration.

The Product Support Package is a full set of documentation and software deliverables,
enabling SPs to implement their connection to the MIFARE 2GO cloud platform and the
usage of the MIFARE 2GO client-side solution.

1.3 Document audience

This document is dedicated to SPs who want to connect their infrastructures (public
transport, access management, closed loop solutions, and many more) to the MIFARE
2GO0 cloud service.

It addresses developers, project leaders and system integrators who have a general
technical understanding and overview of a specific SP infrastructure and it gives a
first summary of the solution. More in-depth details can be found in the complimentary
application notes which are mentioned within this introductory document.

1.4 Structure of this document

Section 2 of this document explains the NXP Service Platform in general and especially
gives insights into the MIFARE 2GO cloud service which is part of the overall NXP
Service Platform solution. It also highlights the content of the PSP and lists all relevant
documentation.

AN4825 Al il i wded in this is subject to legal disclail © NXP B.V. 2019. All sights reserved.
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The next chapter, Section 3, goes into detail of the onboarding steps which an SP must
execute who plans to make use of the MIFARE 2GO service offering. Details regarding
the reader infrastructure preparation as well as about the required server backend
modifications are given.

Afterwards, Section 4 gives a very brief summary of all steps which are required to
integrate MIFARE 2GO to a service provider's infrastructure and make it usable for end
customers.

AN4825 - Al jon provided in this document is subject to legal
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2 Secure Servi_ces 2GO Platform and MIFARE 2G0O

2.1 NXP Secure Services 2G0 Platform Overview

The NXP Secure Services 2GO Platform abstracts the link between the NFC device’s
end-user and the targeted operator / service provider.

When the end-user wants to access a new service, he can access it via the OEM wallet
application installed on his mobile phone or from his wearable device. Through the NXP
Secure Services 2GO Platform, end customers get direct access to this service.

The use cases which can be realized with the Secure Services 2GO platform are very
versatile, giving a lot of flexibility for integrating partners.

Use cases that can be targeted with the Secure Services 2GO are originating in the
areas payment, transit, access, government, hospitality, loyalty and many more.

Giving some example use cases:

* In case of public transport-related usage, the available services will include actions
related to transit scenarios and the usage of transportation tickets (e.g. buying tickets,
downloading tickets, revoking tickets, extending tickets, showing trip information,
displaying ticket balance, and many more).

* In case of access management related usage, the available services will include
actions related to access scenarios and usage of the access credential (e.g. digitizing
the access card, showing access information, displaying access validity, and many
more).

The high-level architecture of the complete Secure Services 2GO Platform is displayed in
Figure 1.

— —
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MIFARE 2GO
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|
|_Figure 1. NXP Secure Services 2GO overall view
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2.2 MIFARE 2GO Architecture

MIFARE 2GO is one secure service offered by NXP, which is running in the overall
umbrella of the NXP Secure Services 2GO Platform.

A simplifyed view of the MIFARE 2GO end-to-end system architecture is displayed in
Figure 2.

GO
fatform

Figure 2. MIFARE 2GO Architecture

The main involved parts of the MIFARE 2GO overall architecture are the following:

* Mobile phone or wearable device in the hands of the end-user

In case of the mobile phone, the digitized card will be made available by the OEM Wallet
application.

The OEM Wallet application can be utilizing the secure element inside the device for
storing digized card details, if the mobile phone is equipped with a secure element. If
there is no secure element available on the mobile device, the OEM Wallet application
can be utilizing a pure software solution, based on the Host Card Emulation concept,
which is additionally equipped with proper risk management.

In case of wearable devices (like smartwatches), the digitized card will always reside
within the secure element. No risk managed software solution (HCE) is available here.

* Wallet Server

The Wallet Server is provided by the OEM and establishes the connection between the
OEM Wallet application running on the end-user's device and the NXP Service Platform.

* MIFARE 2GO Platform

The full server-side solution provided by NXP which bundles all information and
establishes the connection between the end-user (via the OEM Wallet application) and
the selected service coming from the targeted operator /service provider.

It handles the full integration and can connect multiple registered OEMs with multiple
registered service providers (PNOs and SPs), according to the customer’s needs.

AN4825 Al i i in this is subject to legal i © NXP B.V. 2019. Al rights
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The main core areas of the MIFARE 2GO platform are Transit, Access, Loyalty and
in general all services which can be realised and based on the MIFARE cards. This
includes the digitization of MIFARE product-based cards as well as the connection to
MIFARE product-related operators.

+ Service Provider (SP)

The service provider can connect his own backend server via a defined set of APIs to the
MIFARE 2GO cloud service. For each connected service provider, a separate instance is
running (a service) which manages the SP-specific data like the structure of the digitized
card, the card details, the possible user actions, and many more.

Only a one-time integration between the service provider and the MIFARE 2GO cloud
service is needed, giving he service provider access to numerous different OEM wallets.
There is no separate integration with each OEM wallet provider required for the SP.
Access to MIFARE virtualized cards based on HCE or also on SE can be realized
transparently, after one integration with MIFARE 2GO happened.

AN4825 Al ion provi in this is subject to legal disclai 0NXPB.V.2@19.Alrighls
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2.3 MIFARE 2GO In a Nutshell

MIFARE 2GO is one part of the NXP Secure Services 2GO Platform and the core piece
of our digitization platform, focusing mainly on MIFARE product-related services like

transit, access, closed loop solutions and applications. It is a cloud service for digitizing
and managing credentials on any form factor or device. In the MIFARE 2GO ecosystem
Figure 3, NXP is connecting the internet of things, allowing service providers to provide
access fo their service offerings instantly to end customer devices.

SR
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#

| Figure 3. MIFARE 2GO Ecosystem

The MIFARE 2GO ecosystem offers a wide variety of features and use cases which

can be consumed by SPs and end-users very flexible and completely individually. This
means that a service provider can onboard to the MIFARE 2GO system and select only
the features which are relevant for him, for realizing the use cases which are tailor-made
for his existing infrastructure and customer base.

2.3.1 Service Offering and supported Features for the Service Provider

SPs which decide to onboard on the MIFARE 2GO system have a vast set of features to —
choose from:

* Managing the services for end-users in form of offered products

* Managing multiple cards (card images, card data structure, personalization,
verification)

* Managing multiple card applications / tickets

* Managing special offers and push special deals and notifications to end-users via push
notifications

« Credential lifecycle management (executing card or credential personalization, transfer,
top-up actions; activating and deactivating credentials)

* Secure key management and key handling inside MIFARE 2GO (including card
personalization using SP keys)

* Full risk and fraud management and notifications, as well as risk checks and security
rules management for the HCE solution on mobile devices

» Access to reporting and analytics features and end-user evaluations

* Access to a 24/7 support which helps to solve issues and problems within agreed SLA
timeline

ANea25 - AR information provided in this is subject to legal discla © NXP B.V. 2019, AN rights rriserved.
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2.3.2 Service Offering for the End Customer

 Adding a card to the OEM Wallet application

= Digitizing a card in the OEM Wallet which was bought through any other 3" party
channel (e.g. SPs website, SPs application)

* Viewing all available cards

* Management of available cards (suspension, deletion)

* Access to the card and transaction history

* Possibility to use card update (e.g. top-up) functionalities

* Receiving push notification and special offerings and discounts from the service
provider

= Consuming other customized services from the SP which are based on the current
end-user location (e.g. recommendations, etc.)

AN4825 o Al ion provi in this is subject to legal disclais = © NXP B.V. 2(19. Al rights
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2.4 MIFARE 2GO Integration — Product Support Package

The Product Support Package (PSP) for the MIFARE 2GO integration is composed of the
following deliverables:

1. AN4825xx — MIFARE 2GO Quick Start Guide for SP Integration
Application Note, this document.

2. AN4513xx — Reader infrastructure requirements for MIFARE 2GO
Application Note, available in NXP DocStore.

3. UM4736xx — MIFARE 2GO SP Integration Guide
Application Note, will be available in NXP DacStore soon.

4. AN4826xx — MIFARE 2GO SP Onboarding Guide
Application Note, will be available in NXP DocStore soon.

5. ANxxoooox — MIFARE Reader Infrastructure Assessment
Application Note, will be available in NXP DocStore soon.

6. AN5333xx — MIFARE 2GO Reader Infrastructure Checklist
Application Note, available in NXP DocStore.

7. ANxoooxxx — MIFARE 2GO Server Infrastructure Checklist
Application Note, will be available in NXP DocStore soon.

8. AN4735xx — MIFARE 2GO API Specification for SP Integration
Datasheet, available in NXP DocStore.

9. UMxooox — MIFARE 2GO Support Structure and Support Guidance
User Manual, will be available in NXP DocStore soon.

10.MIFARE 2GO - SP API Test Environment (APl package based on Postman)
A Postman APl package which can be used for API testing and evaluating. Available
upon request.

11.MIFARE 2GO - SP Sandbox Environment
A sandbox environment which can be used for end-to-end testing of APls and
functionality. Available upon request.

12.MIFARE 2GO - Sample Client-Side APK for SPs
A sample Android APK. Implementation is containing the client-side MIFARE 2GO
HCE SDK and the HCE implementation. The realization is based on the Google
Pay Wallet and can be used for end-to-end testing, as well as for offline testing and
demonstration together with the sample reader-side APK. Available upon request.

AN4825 ) Al ion aded i this is subject to legal di _'_ @ NXP B.V. 2019. All ights reserved.
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3 MIFARE 2GO Service Provider Onboarding Steps and Integration Flow

After a service provider made the decision to use the MIFARE 2GO cloud service and
integrate with the NXP provided backend, there are multiple steps involved in order to
achieve a successful onboarding and integration.

In the following chapter, the key steps are briefly introduced. Some points are elaborated
in more detail in separate specific documents which are linked in the respective section.

Before the actual integration can start, all aspects from commercial side need to be
sorted out and some pre-conditions need to be fulfilled. These pre-conditions are
explained in more detail in Section 3.1.

If all pre-conditions were sorted out and the relevant contracts and plans are in place, the
Onboarding process for the service provider can start.

Onboarding to the MIFARE 2GO cloud service includes multiple aspects:

* The successful registration of the service provider in the MIFARE 2GO cloud platform

* The availability of all service provider related information (like contact details, service
related city, website, etc)

* The enablement of the service provider on the requested OEM Wallet application
(linking the service provider with the responsible OEM for a specific device or
technology type (HCE / SE)

* The used MIFARE card technology needs to be settled in the MIFARE 2GO backend
(MIFARE DESFire, MIFARE Plus, ...)

* The relevant products need to be defined by the service provider and enabled in the
MIFARE 2GO cloud platform
— Definition on number of used card types / card profiles
— Definition of card layout (content-wise)
— Definition of product life-cycle (revocation, extension, top-up, ...)
— Definition of product purchase and update channels
- And many more
* The envisioned use cases need to be defined on high-level to estimate which APIs and
sequence flows will need to be worked on during the integration phase

After the Onboarding process was finished and all organizational and technical first steps
have been arranged and sorted out, the actual Integration process with the service
provider can start.

The actual integration focusses on implementation of required changes on both the
reader infrastructure environment and also the software / backend infrastructure
environment. It includes all development effort that's needed to establish a successful
connection between the MIFARE 2GO cloud service and the SPs infrastructure.

The two core aspects of the integration are

* The readiness of the reader terminals for mobile phone usage and the implementation
of the required command set. See details to this aspect in Section 3.2.

AN4825 Al ion provi in this nt is subject to legal disclai © NXP B.V. 2019. Al ights reserved.
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» The SP backend integration and accessibility to the MIFARE 2GO backend servers.
Explanation to this aspect can be found in Section 3.3.
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3.1 Integration Pre-Conditions

A pre-condition for a successful MIFARE 2GO integration are valid MIFARE 2GO specific
contracts. The legal- and business-related contracts which are required for an integration
kick-off are:

ANA4825

MIFARE 2GO specific contract between the SP and NXP for the specific SP's
installation and infrastructure. For this, please reach out to your local NXP sales
representative and your request will be taken care of.

MIFARE 2GO specific contract between the SP and the chosen OEM, who implements
MIFARE 2GO on the client-device side. MIFARE 2GO solutions based on SE or

HCE can be available for the SP. For the SP the integration with the MIFARE 2GO
cloud service is a one-time effort, independing to which solution will be used by the
end customer in the end (HCE or SE). MIFARE 2GO acts as an abstraction layer,
connecting the SP’s services with all possible end users, independent of underlying
used technology.

The MIFARE 2GO specific customer engagement plan.

This plan covers all details of the agreed integration between NXP, the service provider
and the OEM Wallet provider.

It includes important information and timelines and elaborates for example:

- Scope, timelines, milestones and deliverables of the integration

— Start of the integration and expected closure

— Pre-requisites for starting the integration

— Agreements and contracts which need to be sorted out during the integration phase,
as well as milestones highlighting when the mentioned contracts need to be signed

— Technical requirements
— Especially for reader infrastructure modifications
— And for backend modifications

Application note
CONMPANY CONFIDENTIAL
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3.2 8P Infrastructure Integration and Mcdifications

For a successful MIFARE 2GO rollout, the infrastructure of the MIFARE product-
specific system must be modified in a way, that the communication between all existing
contactless NFC terminals and the MIFARE 2GO equipped client-side devices can
happen.

This means that the hardware, firmware, and command implementation of all existing
NFC terminals possibly must be reviewed and changed or updated. These changes must
be carried out on all available terminals, including:

 Enter / Exit gates of the public transport system
» Ticket-vending machines

* Top-up terminals

* Self-service kiosks

» Terminals and reading devices which are used by the staff (e.g. for ticket vending,
ticket top-up or customer information)

3.2.1 Analysis of existing Reader infrastructure

As a first step before modifying anything on the existing terminals and overall terminal
infrastructure, we recommend making an analysis of the current status.

This includes the analysis of the overall number of readers which are used and deployed
in the full service provider’s infrastructure.

To make the assessment of the current situation as easy as possible, we provide an
infrastructure assessment list which is tailor-made for existing MIFARE systems. This
assessment covers many different aspects, including hardware, software and secure
memory storage of the individual terminal devices as well as the complexity of the overali
system. The checklist can be found in document [5], and is called “MIFARE Reader
Infrastructure Assessment”.

Additionally to this first assessment, a more details checklist goes into specific aspects of
the MIFARE 2GO readiness of the reader terminals.

Specifics to command implementation and firmware readiness on the readers is
highlighted in the document [6], "MIFARE 2GQ Reader Infrastructure Checkiist".

Based on this checklist and the system analysis you will be in a good position to estimate
whether the infrastructure is already ready-to-go, and a MIFARE 2GO integration can
start, or if there will be some upgrade work required. NXP is assisting you with evaluation
of your infrastructure and the recommendation of potential changes that must be done in
your system.

3.2.2 Requirements to the Reader Infrastructure

» The terminals of the reader infrastructure must be from hardware and software point
of view compliant to ISO/IEC 14443 Layer 1 to Layer 4. The specifics of the ISO/IEC
14443 standard can be looked up in the respective documents, referred in [10], [11],
[12}, and [13].

* In order to interact with the MIFARE 2GO client device, all readers must implement
the required MIFARE command set, which is purely based on ISO/IEC 14443-4. This
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means, that all command exchange after device activation, happens solely on ISO/IEC
144434.

* Furthermore, all commands between the reader and the MIFARE 2GO client device
must be exchanged in the ISO/IEC 7816-4 APDU format. This means, that either
standardized ISO/IEC 7816-4 commands are selected for the full transactions, or native
MIFARE commands are wrapped into the ISO/IEC 7816-4 APDU format. Find details to
the ISO/IEC 7816-4 APDU format in [14].

* Certain command implementations must happen in a defined sequence, as per our
recommendation.
— For example the first exchanged command must be the ISO/IEC 7816-4 specified
ISOSelect command, selecting the MIFARE application on the client device.

All requirements and recommendations regarding the reader infrastructure are described
in a separate document, [2], and also briefly summarized in a quick checklist in [6]. These
two documents focus explicitly on the readiness of the terminals and reader firmware
implementation, to start interacting with the MIFARE 2GO virtual card on the client side.
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SP Backend Integration and Modifications

As also required for the terminal infrastructure, also the server-side environment of the
SP infrastructure must be prepared and ready for a MIFARE 2GO integration.

Analysis of the existing Backend System

The analysis of the currently available solution of the SP’s backend and server
infrastructure is needed, to estimate the status of the server system and to evaluate
potential changes which must be implemented.

This includes the analysis of the used technologies, tools, hardware modules and general
capabilities of the system.

Requirements to the Server Backend System

¢ For interacting completely with the MIFARE 2GO backend, the implementation of the
required set of APIs and correct parameter exchange with the provided MIFARE 2GO
APls is a must.

* The communication between the MIFARE 2GO server and the SP's server happens
via pre-defined API calls. The API request and response parameters are exchanged via
the JSON format.

» Security analysis of the SP's backend must be performed and possible realization of
security hardenings could be advised, for guaranteeing an overall secure system.

» For secure storage of keys and other sensitive data, the availability of an HSM or
another secure key storage device in the SP’s backend is recommended.

implementation of the required MIFARE 2GO APls

The MIFARE 2GO system exposes several APIs, so that the external SP server backend
can reach the MIFARE 2GQO server, trigger specific actions and exchange or request
data.

Additionally to exposing APls to the outside, MIFARE 2GO also relies on the availability

of certain APls on the SP’s side. In order that the MIFARE 2GO server can send data to
and request data from the SP's backend system, it's required that some specified APls

are implemented in the SP"s server backend.

The full set of APIs which are made available by MIFARE 2GO and which are requested
to be implemented, is listed and explained in detail in [8].

Server-to-Server communication between the SP Server Backend and the
MIFARE 2G0O Server Backend

To realize specific use cases, a stable connection between the SP servers and the
MIFARE 2GO servers must be established.
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For initial testing purposes, NXP issues test authorization credentials which can be used
to authenticate against the MIFARE 2GO backend. User authentication is always needed
to execute an API call toward the MIFARE 2GO backend, see details in [8].

Once the credentials were exchanged with the service provider and an authentication
can be established, the PING API which is exposed from the MIFARE 2GO server
backend can be used for testing the connection and the stability of the connection
between the SP and NXP.

After all APIs which are needed for realizing defined use cases were implemented, load
testing and system stability are recommended to be performed, to guarantee a stable
functionality of the overall system.
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4 NXP’s complete MIFARE 2GO Offering Step-by-Step

MIFARE 2GO Quick Start Guide for SP Integration

Summarizing and further illustrating the above-mentioned integration steps, the complete
engagement and integration plan between NXP and a service provider roughly contains
four phases.

. Engagement with the NXP Business Development Team

This establishes the basis and first technical information can be shared with the

SP. Legal agreements must be set up and the overall scope of the project will be
estimated and agreed.

Different MIFARE 2GO offering models will be discussed and the most suitable scope
will be customized for the SP individually.

Integration Planning and Onboarding

The full scope of the project is worked out in details and the integration is planned in
phases. Deep dives and analysis of the SP's backend and reader infrastructure must
take place in order to estimate the development work that must be carried out.

MIFARE 2GO Integration and Development

Development work which must be executed on SP side includes the realization of
required APls and backend server as well as reader infrastructure adaption.

NXP’s technical Service Platform team, Field Application Engineers and CAS will
support during the ongoing Integration.

As an end-step of the development phase, interoperability testing, load testing will be
done, and potentially a certification process can take place.

Rollout and GO-Live of the System

After rolling out the system to the full set of end-users, the operational processes must
be established on the SP’s side.

NXP is offering a 24/7 support according to the individually agreed service level
agreements. Furthermore, NXP also offers maintenance support. Here the details
depend on the agreed maintenance period in the legal MIFARE 2GO contracts.
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8.1 Definitions

Draft — The document is a draft version only. The content is still under
internal review and subject to formal approval, which may resuit in
modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included herein and shall have no liability for the consequences
of use of such information.

6.2 Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not

give any representations or warranties, expressed or implied, as to the
accuracy or completeness of such information and shall have no liability
for the consequences of use of such information. NXP Semiconductors
takes no responsibility for the content in this document if provided by an
information source outside of NXP Semiconductors. In no event shall NXP
Semiconduclors be liable for any indirect, incidental, punitive, special or
consequential damages (including - without fimitation - lost profits, lost
savings, business interruption, costs related to the removal or replacement
of any products or rework charges) whether or not such damages are based
on tort (including negligence), warranty, breach of contract or any other
legal theory. Notwithstanding any damages that customer might incur for
any reason whatsoever, NXP Semiconductors’ aggregate and cumulative
liability towards customer for the products described herein shall be limited
in accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right fo

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof,

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes
nao representation or warmranty that such applications will be suitable

for the specified use without further testing or modification. Customers

are responsible for the design and operation of their applications and
products using NXP Semiconductors products, and NXP Semiconductors
accepts no liability for any assistance with applications or customer product
design. It is customer’s sole responsibility to determine whether the NXP
Semiconductors product is suitable and fit for the customer's applications
and products planned, as well as for the planned application and use of
customer’s third party customer(s). Customers should provide appropriate
design and operating safeguards to minimize the risks associated with
their applications and products. NXP Semiconductors does not accept any
liability related to any default, damage, costs or problem which is based
on any weakness or default in the cusiomer’s applications or products, or
the application or use by customer’s third party customer(s). Customer is
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respaonsible for doing all necessary testing for the customer's applications
and products using NXP Semiconductors products in order to avoid a
default of the applications and the products or of the application or use by
customer’s third party customer(s). NXP does not accept any liability in this
respect

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Evaluation products — This product is pravided on an “as is” and “with all
faults™ basis for evaluation purposes only. NXP Semiconductors, its affiliates
and their suppliers expressly disclaim all warranties, whether express,
implied or statutory, including but not limited to the implied warranties of
non-infringement, merchantability and fitness for a particular purpose. The
entire risk as to the quality, or arising out of the use or performance, of this
product remains with customer. In no event shall NXP Semiconductors, its
affiliates or their suppliers be liable to customer for any special, indirect,
consequential, punitive or incidental damages (including without limitation
damages for loss of business, business interruption, loss of use, loss of
data or information, and the like) arising out the use of or inability fo use
the product, whether or not based on tort (including negligence), strict
liability, breach of contract, breach of warranty or any other theory, even if
advised of the possibility of such damages. Notwithstanding any damages
that customer might incur for any reason whatsoever (including without
limitation, all damages referenced above and all direct or general damages),
the entire liability of NXP Semiconductors, its affiliates and their suppliers
and customer’s exclusive remedy for all of the foregoing shall be iimited to
actual damages incurred by customer based on reasonable reliance up to
the greater of the amount actually paid by customer for the product or five
dollars (US$5.00). The foregoing limitations, exclusions and disclaimers
shall apply to the maximum extent permitted by applicable law, even if any
remedy fails of its essential purpose.

Translations — A non-English (translated) version of a document is for

reference only. The English version shall prevail in case of any discrepancy
between the translated and English versions.

8.3 Licenses

Purchase of NXP ICs with NFC technology

Purchase of an NXP Semiconductors IC that complies with one of the
Near Field Communication (NFC) standards ISONEC 18092 and ISOQ/

IEC 21481 does not convey an implied license under any patent right
infringed by implementation of any of those standards. Purchase of NXP
Semiconductars IC does not include a license to any NXP patent (or other
IP right) covering combinations of those products with other products,
whether hardware or software.

6.4 Trademarks

Notice: All referenced brands, product names, service names and
trademarks are the property of their respective owners.

MIFARE — is a trademark of NXP B.V,

DESFire — is a trademark of NXP B.V.
MIFARE Plus — is a trademark of NXP B.V.
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